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The attached information is CONFIDENTIAL and is intended only for the use of the addressee(s) 
identified above* If the reader of this message is not the intended recipient(s) or the employee or agent 
responsible for delivering the n^essage to the intended recipient(s), please note that any dissemination, 
distribution or copying of the communication is strictly prohibited. Anyone who receives this 
communication in error should notify us immediately by telephone (202-619-0150) and return the 
original message to us at the address above via U.S* Mail, Thank you. 
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MEMORANDUM OF UNDERSTANDING 

BETWEEN THE 

SOCIAL SECURITY ADMINISTRATION 

ANDTHB 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 

FOR SHARED USE OF SSA VIDEO HEARING FACILmES 

I. PURPOSE 

This Memwanduni of Undetstandtng (MOU) in^lenMots the offer to share yideo hearing 
fkeiliUes of the Social Security Admiidstration (SSA) with the D^iaitment of Health and BQinan 
Services (HHS) for the conduct of Medicare hearings by HHS Admims&aiive Lsw JiidgeK (AUs) 
set forth in the letter datedApril 4, 200S ftom Commissioner Jo Anne B. Bambait to Secretary 
Michael 0. Leavht, attaehMbereto as Appendix A. 

n. BACKGROUND 



G5 



X "^ <"y\ 

■ :; ■:-)■ 



As required by section 931 (aX2XI') of the Medicare Piescrqition Drug, Inqiravement and^ 
Modenu2attonActof2003(MMA),Pub.L.No. 108-173, 117 Stat 2066 (2003), the ^ l^ 

Conmussioner of SSA and the Secretary of HHS have explored opport im ities for sharing *-* ^/^'f9^ 

resources in ccmnection witti Hit tians&r of the Medicare hearings fimcdon tcom SSA to HgS' f ^ t- Q 
The agencies have jointly determined that SSA can assist HHS by sharing use of SSA's vt^ 

hearing facilities. ^ cfe 

m. AUTHORITY to S 

The a>}tfaori ty to share resources in connection with the transfer of the Medicare heatings 
function from SSA to HHS dexives from section 93 1 of the MMA. The Economy Act, 3 1 VJS.C 
1535. provides the authority for SSA to permit use of its video hearing facilities on a cost 
reimbmsable basis. 

IV. RESPONSIBILrnE$ 

A. Social Security AAff^p^tja^nn p«>ifpr>T.^-t;.|li^«Ni 

1. SSA has identified and will continue to identify bearing sites nationwide where it has the 
available c^^adty to offer half or ftlt day blocks of time to HHS to conduct video hearings in 
Medicare eases, and has ofEiiared &e use of these video-equ4)ped facilities on a &I1 cost 
reimbursable basis to HHS. For purposes of this agreemoat, a half-day block of time rqwttents 
either four hours before noon or four hours after noon. 

2. SSA will update die list of available hearing sites and blocks of time periodically, as 
described m the Protocol for Shared Use of SSA's Video Hearing Fadlittcs. Appendix B hezeto; 

3. SSA win {Hovide access to and use of SSA designated hearing sites to all persons whom die 
HHS AUs determine to be necessary and appropriate to conduct video hearings od Medicare 
^ipeals. . , 
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4. SSA wiU sppropriately flunlsh aad equip the sites with hems necessary for i 
^ video healings, iticluding telephone lines, ftx machines, camera, television and! 

and shall pxx>vide utilities and restroom facilities, ■' 

5. SSA will maintain die video hearing equipment in working condition for usi 
wUI provide technical assistance to ensure connectivity and to resolve nroblemJ 
toleration of the equipment. - 

6. Based on estimated usage by HHS, SSA wiU mate available to HHS 2 ™ 
concurrent usfe in FY 2005. HHS wUl be billed fiir the cost of 2 ports and reb 
siqjport as provided in Appwidix C. 

7. From the date of execution of this agreement, HHS must notify SSA every ^a 
ofits prqjooted concurrent use of gateway ports. SSA will upgrade the eaiewayl 
'lu^i^JJ'^S^S^ '**™*'* of gateway lesources nqpirti «icpansion 
fi^^teS!^ "*'' ™S^«*«'«««SSAforJostso^^<' 

of SSA s video heatug fiuilities as described in Section V below 
and Appendix C. 

II. SSA trill dBignae.coittWp«i«ont<>cewnliiiitein5.lBnaiatioDoftlii»i 
B- BiBmilHll; of HqWl mi Hm<;m X^^ Hea«,«riWm^ 

iid^i^n J;*^* <i«ign«ted SSA he«ing sites for die soh purpose of conduct 
contracts for services Rjlated to thiaMOU WK^^T. rtS^i?2?T ^^^ *1 
HHS dall ooolnaMpTOdytedigiirt ,„^^,_l,j^^""V. A. n. of dM 
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5. HHS wiU be responsible for payment of any scheduled block of time tlist is ^i|i|ncel}ed at 
least 5 business days prior to the scheduled heating, per Appendix B, item 4. 



6. HHS will comply yrilSa. all SS A access control and security standaids related i 
space. 

7. HHS will designate a contact person to coordinate Implementation of this i 
V. FUNDS 

A. HHS agrees to reimburse SSA for the full costs of its use of SSA hearing t, 
equipment for Medicare hearings in accordance with the Statement of Federal 1 
Accounting Standards No. 4r Managerial Cost Accounting Standards. 

B. HHS will reimburse SSA fbr all system expansion costs at the time SSA mc 
those costs. 

^•J\'^\P'OY''^f^ *n«wthly5tatetnciit of its scheduled video hearing 1 

fim (fay) l^Hcanng dte wilt date and appmpriat^ 

atecl^ at Appendix C. Tlie estimated cost for video hearing use based on 81 

costs to HHS using the foUowingin&nnation; 1 



use of SSA 



Agency Symbol: 75-03-0030 
Approj^ation: 75-5-0120 
EIN: 1-52139604046A1 
Finance Contact: 
Ktmberly Bannister 
Budget Analyst; OSEO 

Room 801, HHH Building 
200 Indepoidenee Avemie, SW 
Washington, DC 20201 
(202) 690-6702 



SSA 

Agency Symbol: 28-04-OOo| 
AppropriatioR: 2S-S-8704 
EIN: 52-60(M8I3 
Finance Contact: 
MarkSitvestri 
Director 

I>ivisi<m of Centml Aceouni 
(410)965-0017 



AC fbr 



VI. 



DAMAGE TO PRQPRBTV r^ fjpxJIPMPNT 



S^eS^^S^^ SL'"^*^*^ **» ^SA real «d personal property or « 
fndfviSS^SSL**^ '^!^'^ **"**'^" <»^™S employees. HHsSa^™ 
mdmdualspcnnttted access to or nseofSSA hearings sitcsby HHS. 

Vn^ DURATIOK <p^ AQREKMiT^ 
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Thereaftsr, ibe paities may renew this MOU for successive one yearpedods i 

' ?S??"**'^^?*'y^**^"°«*^**"°SSA.1235. Tlw parties may mutually ag 

MOU at any tunc, b addition, SSA may unilateially terminate this MOU atl 

of aoy of &e terms aid conditions stated herein after providing HHS 5 busit 

n^'ce of tbe breach^ SSA further iwen^ the right to inm^ 

?fA'^*'^''SS?!^'"'y ofany HHS employee, contractor or other persons 
2»J»A Site 5y HHS for uiappropriate conduct, damage to property or fidhire to < 
aoeess and security standaztls. v v y «mu,«iw< 



Vni. PROJECT LIATSnm 

DHHS 

Judge Peny Riiew 

Office of Medicare Hearings and Acmeals 

BP Tower and GsMge 

200 Public Sqiuare, Suite 1300 

Cleveland, OH 441 14-23 16 

Tele^one Number: (216) 615-4050 



K. SIGNATURES 



Rita S. Geier 
^ecutive Counsel) 
Commissions 
Social Security A 
400V}isiniaAv< 
Washington, DC 2< 
Telephone Number 
Facsimile Number 



AASSS^'J^^tES*^**"* ^'^^^^ ^ »""«» Services audthe Social & 

Disability and lacome Security ]* 



For (he Deparonent of HeaJib 
and Human Services 



For the Social Security Adminii 



P. 04/16 
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SOCIAL SECTJRTTY 

The Commissioner 
April 04, 2005 



The Honorable Michael O. Leavitt 

Secretary 

DqMutnent of Health and Human Services 

200 Independence Avenue, SW 

Washington, D.C. 20201 

Dear Secretary Leavin: 

Our agcDdes have worked cooperatively over the last several years, even bew 
the Medicare Prescriptjon Drag, Improvement and Modernization Act of 2003 
and execute the ttaoshr of tesponsibilify for the Medicare bearings fimcticm f 
Securicy Administration (SSA) to the Department of Heafah and Human Servi. 
assure 3«>u diat I continue to be committed to woatoig ivith you 10 eosut© a su**w 
havemade woridng withHHS towanJAis goal a high priority, and assigned my 
Counselor to lead SSA's effiwts. As xw^uired by section 931 of Ae MMA, we fa 
opportunities for our agencies to share resources in oomiectiim with the ttans^ 
eiAance the quahtyofservicepiwided to Medicare appellants. SSAstaffhas 
very closely with HHS staff over the past 39 months and provided extensive 
our ejqterience with Medicare bearings. 

We have jointly detemnined that the area in which SSA can assist HHS by shi 

™?tUl!Sl* '?:?'? **f^"5^/''^*^«- I^Pl«»edtoinfom,youihat 
IfflSflie opportunity to share use of its VH feeJUties in 71 sites nationiHddfc A 
sites IS attached. We believe that it will be possible for HHS to schedule aiwroi 
beings at these sites. As we have in the past, we will continue to consukwilb 
assist you m developing your own VH capacity. 

b«ed on a survey of our VH fiMalities m February, 2005-guded by the policy , 
SSA's needs to use its VH aciUties as stated in the MaSS, 2004 R^toC 
former Secretary Tommy Thompson and myself 

t^Sl^Jl^^ ^ ^^ ^^^^ ^"^"^ ^ ^"»te HHS could schedule 
9,000 video hearings a year using the currtntly available sites. As SSA's « 

'^^^^'^^''^^'"^^^^^y^mt^y^Me. Since VHavaO 
f^ZSH^KS'^ "^ ^^ ¥^ ^" periodically update the li» of a^lSe s 
use of SSA s VH resources would be on a &li cost reimbursement basis and^l] 
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security and adxninistiative procedures thtt SSA deems necessary. These t< 

, included in a Memorandum of Understanding or other agreement between our 

Again, I am committed to continuing SSA's assistance and support to HHS to 
transfer responsftility for Medicare appeals as mandated by MMA, I look 
wwh you toward diat goal, For your infonnation. I liave enclosed a copy oi „. 
Grassley and Bancus, in response to didr inquiry doted Match 25, 2005 letrarl 
on this issue, ' 

Please contact me if you have questions or for ftiither discussion of this matter 
contact Rita Oeier, Executive Counselor for Special hiitiatives. at 
(202) 358-6502. 

Sincexely, 
/s/ 

Jo Anne B. Bamhart 
Enclosure 
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Ancbcnge^AiC 
Doihftn,AL 
ElDonulo^AR 
Jonesboro, AR 
BakMsfield^CA 
Eurekft»CA 
Grand JunetioQ^ GO 
Poeblo^CO 
New Castle, DB 
Clearwater, FL 
Fl Myers, FL 
Melbourne, FL 

West Palm Beach, FL 
Athens, OA 
Ai%;u$t,GA 
WaycrosS^GA 
Boise, ID 
Hazard, KY 
Baton Rouge, LA 
Lafey^tB^LA 
Lake Charley, LA 
MtMm:oe,LA 
Hyannis, MA 
Worcester, MA 
Cambridge, MD 
Salisbuiy, MD 
Augiifita,ME 
Bangor, ME 
Cape Qireardeau, MO 
Hazmiba], MO 
Joplm^ MO 
Cohunbus, MS 
Greenville, MS 
Qreenwood,MS 



*REVIS 
SSA Hearing Site Av^^^^ 
Far Sfared Uae of VIdeoconfereiiea Fndlit^ 
As pfMtych 31,2005 



Meridan,MS 
MissoulayMT 
Lincoln, NE 
AabcviUe, NC 
Gn»nvUle,NC 
Litmberton^NC 
Roanoke Rapids^NC 
Goshen, NV 
HackoisadcNJ 
Bin^iamton, NY 
Fou^ikeepsie, NY 
Utica,NY 
Manafield, OH 
Toledo, OH 
Lawton. OK 
AUeotown, PA 
Erie. PA 

Coipus Chriati, TX 
Newport News, VA 
Blueficld.WV 
BeeMey^WV 
Parker^ieig, WV 
Lcwisbuj^WV 
Green Bay, WI 
Oshkosh^WI 
£a(U Claire, WI 
Santa Fe^igM 
Yafciina.WA 
Olympia, Wa 
Kenncwick, WA 



'^CMginal list included Newburgh, NY and 

Tii atiea, WA. 

Goshen is tbe pernument si^ for Newbnr^ 

andKennewickisapartoftheTriaties. 
Haecrstovm, MD, Bediidiem, PA, Gnaxn, 

Logan, WV, and Wenatchce, W A have been 
removed fiom original Kst 



15,2005 
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The connaotor agrees to tbe followmg : 

m Compliance with SSA security poliddft hnd die AIS requirfimcnts; 



ProiccT appro^accly all infomiaticn subject to the provisions of dw 
Che fotemal Ibeveo^ Code (as cuiTcnay amended), SSA Regulatiaa I 
Otc Social Security Act, tihe CoDoputer Fxwi and Abuse Act of 1986, 
Browsing ProMcdon Aa of 1997, and FAR 52.239-1; 

Compliance witih alt SSA rules of conduct; ftis includes unaudior^ed 
disclosure cyf. agency prograinmatic or sensitive infKxnation or IRS ^ 
information, unainliorized access to an agency AIS, or unauAor^^ 
informadon for personal gain including, bar not HmlTed to monetary , 
xnalicious intent; 

Be subject to personnel suitability background investigations ; _ _ 
srasitivity levels (critical-sensitive^ non^dcal senSKtive, eccOi ^ • 

ChastgO); 

Ensure all contractor personne) receive appropriate securiry training < 
their responsttrilities; 

Completes^ Exhibit Q NonvDimlosu re Agreement fo r Removal of SS 



^r Act of 1974, 
liitocdcnill06of 



tto. or 



kiorwith 



(inRandboc^ 



EWtffa 



fftfotroatioq i n cases where sensitive information is removed fiom SSA 

• Provides a list of (he anticipated threats and hazards and a descdpdon i 
which will be used to ensure the proteciion of sensitive and ooticat inf 
inclndea fl» unauthori^d inq[>ection or dzsclostue of IRS Tax Rjenim J 

9 Ensures fitat language is inchided in each contract where access to SSA | 
beenauiifaorized; thai in the event contractor personnel perfbRnmg on this c 
leaive the company <3fr are renwved fiom die project, or are anested or l 
crime during die term of this contract, the contractor shall iu>tify fhs Se 
Project QflScer, and Comractmg Officer imnwdiatety. 

• Agrees to allow SSACSO or designee inspect ftoilities housing SSA i 
s&fcgoftcds. 

D. Contract AdndnigCrafioii 

After the contract has been awarded, die PO nmst ensure that security is ^~^^ 
appropriate level and tiiete is condnued compliance widt S$A security policies,, 
consult with his secmrity ofSccr cr SSACSO or EHrecwr* OSSOM^ if necessary; 
noncompliance must be reported to the CcnCEaoting Officer, or designated 
necessary actjoo- 

£. References 

LAW AND REGULATION 

Privacy Act on974, PX, 93-579, 5 U.S,C§ S52a (1974) 

Conqwter Fraud and Abuse Act of 19gti, 18 USC. 1030, 1994 Amendments 
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APPENDIX B 
PROTOCOL FOR SHARED USE OF SSA'S VIDEO HEARING FA< 

1 . SSA win survey its hearing sites to detetmine halfi^l-day blocks of time 
to HHS for video heatings. Available halffulWays have been provided to H. 
September 2005 and will be provided monthly thereafter. SSA video heaiiag ^ 
available for HHS begioning on the day following the date of execution of this 

2. SSA will provide to HHS each momh a schedule of ^ blodcs of time »va 
sites two months in advance; jfor example, on September 1, 2005. SSA wiU i 
fiw November. 

3. HHS will notify SSA on Friday of each week of its scheduled use of SSA ■ 
for die we<^ after the following week. For eitaaiple HHS will notify SSA on 
2005, of scheduled hearingis for the week of September 5-9, 2005. 

4. HHS wiU be chaiged the actual costs for each block of time in which it ^w™ 
HHS may avoid die charge for a scheduled block of time by infonrnng SSA of) 
least five business days in advance of (he scheduled bearing date. 

^" ?1^ ^ T***,?*' "*^ ^ designated hearing sites as additional dtes becoin< ^ 
and the caloidar will include blocks of time available in the expanded netwoik/ 
sites are folly functioning. 

«f SS'JS ^" '^*^"*^^* ^^' «HS Medicare hearings during die noiiJ 
of each site, usually 8:00 am to 5:00 pm. ; 

I" An HHS reprwentative will pick up and sign for the bearing site key from tfal 
fiddofficeforwhichSSAwillprovidedieaddfessaxidaconiitpcTO. OndJ 
S^3!^'\^^*,1^'L°P'^ ^ **^« ^** ^*^^- «HS will initiaie a video c-* 
-?!r2:il^i? . ^?^ ^"^ ^ P***'™ «°y Pf e^^ checks m ensure video 
"J^ S!?St 'L ^^ *' fa«^g(s) is completed. HHS wiU tennhiate ^ 
endcall t^n On Ae remote control at die SSA site. The video equipmcm a 
^n«tt on. Before leaving. HHS personnel will ens«c diat die hcaSgE Je 

ISffieMSSc*'''*'"'"^^ l^-HHSt^iesentalivewillnrtumdiehearing 
8^ In ihe event of an equipment malfonction or technical difficulty at die SSA e 
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APPBNBEJCC 
FEES FOR HHS USE OF SSA VIDEO HEAWNG FACILITI 

1 . On-going Fees (based on % day qf ftill day scheduled block offline for each 

Administrative costs including scheduling 

andbiUing $108 $11 

Officespace... $ 28 % 

Equipment \^ 

Total per block of time $167 

Z Monthly fee for all sites 

Gateway usage of 2 ports $1^55 per nw 



10/'19 



9 



■1 \. 



H I 

14 I' 

% 







Fax sen-t b' 



^-'^5ife^^ll^-^?<?a2266-RBW "B«c6Went 25-5 FWed ^0/3^/^m^. 



APPENDIX D 
SSA SUITABILrrY STANDARDS 



Overview 



The Office of Man^ement and Budget (0M6) Circular A'l30 ivquiies that .^ ._ 

infoimation security requiieinents md specifications prior to acquiring or dci^kii^ 
Every soKciteiion or acquisition fltat involves the develotuneat of an Automated ~ 

(AJS), or ^ use of SSA AIS resouiees, niusT inelucfe avpcopriate secmity xeqttir 
requixetnents ittt»t be coosideced in alt phases of die aequisfdon cycle; planning, so] 
ofi6ror'sproposals(<)Qotes,cctiti«ct award, and oootractflduinisM^ TbetcmiCL 
includes coatraets, ocMitcact modifications, purchase oidcra, delfveiy oidos, and t»Ic 

Conliactore, and any si^tcondaotors, who peribm dirtci AK acrviees for SSA, incl 
5emcecontract«ES»Hitist meet tlMftc requirements. The reqidi^neots also »nty to co 
pamcipaie in tbe design, developmeoi, operation, or nrnintenance of AIS infonnadon 
systems for SSA. All contractors are required vo safegnatd the applieatioa systems, - 
persona] data, sensitive data including bttenal Revenue Service (IRS) Fedem) Tax'ta 
secnrfs and other SSA AK assets against destraction. loss, or nunue. Dnauthorized 
Tax Information (PH) is subject to prosecution under Sections 6103, 7213. 721 3A 
Code. Contractor and subconinctor enqiloyees serve as an extension of the SSA 
therefore, meet and abide by all SSA systems security requirements. 

B. Reqioasjbiiities 

SSA Chief Security Officer (SSACSO, formerly SSAISSO) 

Ensures lliat SSA's systems security policies and procedures are impU 
followed in all cootraciual processes; 

™'*^*°'''*^ **^ ^'**'*" *° **« °««^ «*OSSOM vAo ass^ 
(P^and Conteacting Officers (CO) in eanying out Qieir lesponsibi 

techm<^ paoets as necessary to ensure security considerations are B 
af^hcaUe m all phases of fte acquisition cycle; 

work (SOW) includes adequate controls for AIS security and noi 
infonnation mclu«fing ms Tax Return information, piotoctod by fodei 
regulations ((or delegates review to designated security officer (CSQ/( 

Review, the .q>,»rerrt su^essM oflb^ 

hifoqnatian Systems Contracts (E^^^iA) and 

• Reviews Contractor^ security coo^Uance. 




: ll/is 

X0/-10 



review of 
Sus chapter 




CDSI/Coraponent Security Otfmeer 

Provides support to COS arid POs for systems security awareness and 

May assist in reviews of contractor compliaxK* wift SSA security poK<l|i4d 
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Keviewa and authorizes contractor lecpicsts fbr acces to SSA .j 
Sv^CM Acceas Security^ Easurea diat the systems access is __, 
contraei period, whiclicvereeetuafiist The access may be renewed 
SSA>120. Ensures diatihePO has considered if Fed^al Tax lofinni, 
involved, and if so, dot the SOW inchides that safeguatdiie of FTI i i 
xequtrements. ^ 



Contractiag Ollicer 



Includes a statement in d« soUcitatfon tequliing offerors to present a 
their proposed AIS security program in fljdr proposals; 

• Inehides I) a statement in the sdicitalion that die offeror! 

sabcostraeion) is required to comply wid» SSA security re^uireak, 
From Duty clause (Agency specific elaose), and 3) language pi«vi<l 
safeguarding IRS Tax Return Information; —^ ^r- 

Contact your coutncting officer in OAG or in the Regional Office i 
about relevant contract clauses. 

Wifttiie CDSI/CSO, provides a biieimg u> contractors on SSA aecue i 
regarding oonGdentiality ofand disclosure and protection of fofotmaf i 

ttiein and ensures tfiat the Contiactor Fetsonnel Security Certification 
has been signed. This form shouldbave been signed when eonli«ct 
maintained with (he contract; 

IncJudtt the clause Privacy or Security Safeguards, Federal Acquisitiil| 
3^«i3»-i . in sohcitations and contracts for rr fliat requires IT security ; 

Assures avniability of ihe pans of the SSA Infonnation Systems Se 
all prospective offerors. ' 



Project Officer 

Conduce. pcelinnn^aecMri^senshivityaasessmentandananalysis^ 

' lev^Sr"iSSSr;iS^^*"'^'^''^^ 

• ^"^»^««y«<r»e«8 for contractor access to SSA systems; 

access should be ternnnaied due to end^f^^k. change of duty. «signatio4 

SSS*1T^^ *' ^^^0, as necessary to ensur« diat cowractor 
mformed of th6.r security respensibiUties and are aware ofthT^^ 



i 



one year or the 

KFn)xs 
of the 



led oudme of 



appticabie 

bcPOfor 



(iiiibnn&doB 



pibviewedby 
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protaetlng s«»sitive inftwTO«ti<» by specifying ihe seciiiiiy rcquir 
Statement of Woik (SOW); 



« EoAii«$ tt»t the SOW adequately outlines die SSA Securify and Au 

Systems (AIS) reqiiirements includiiig t» safegoaniidg of IRS Tax 1 
part of the reqatfementa analysis; 

• Certifies flat suceessfel proposals MMTplywitii all jccwi^ require 
signature of the SSA Chief Security Officer (SSACSO) on Oie ( 

• Condocts on*site inapeetions and/or testing of the offeror's eompvter ] 
as ^wcified in the SOW and the evaluation plan; 

• ^<(»ttois.oa an ongotiig basis, contiaaor adherence to security prov 

• 'BnsurestltaipecsoimelsuitabiUtybad^oundinvenigatkMttarei^^^ 
contractor pe raonoel . AB of the investigative foROS forcontiaoton, wiib i 

or oie fingGrprmt flMiB, mor be found on die Office of Personnel I 
i^ ^fS9^>ii^Wf>!Y/as¥^mi'f^mJtm (See Handbook Chanter 3. p« 
seeuniy and SoitabUity Program for AIS Related PositJons); 

• R«n.«ves the SSA buiMing badge irom die contractor for each enrol, 
tennmated. Also removes diat individual fiom the lolodex file and i 
upon completion of the contract; 

Con^leies the exit checklist witii the coBtracior to ensure dja* aU buil 
sensinve materials, etc. have been returned to SSA upon conviction . 
coutnet; 

S'!S?' S? f***?* *""'* «*«en''tion or termination of a contractor ems 
if fijrther SSA action is necessary. 

Office of Personnel SnitmbiUty Progntm Officer 

• F«™l»tes SSA peiwnndBecutiiyajidsnitAiUty policies and pKwechiie^ 

• ^^-^widiaieJO'aandUneBanagement'ssensitivjty/Hsklevel. 
positwft (see Handbook Chaater^y 

SS^I:?!!!? ^'^^ *• ^'^^ of Aoteetiv* Socurily Service, w, 
^«P^ mvwtigattons for contractor personnel unices the contract has i 

• Crantsorwiddiold8securityclear»«»iooccupyasenaitiyeposition; 

and forwards a copy to die 00 and FO. 
C. Contnctor Reqnirements 



Ii^bcmatioo 
tofiunMEtioDas 



obtains Die 
istatemoic 



(She: 



.«! ! 



lis 
i alt badges 



i«i &r each coniraotor 



'Murity 



a II 
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w.. .w<.«^ x^.^, 41jB|i|^0010 p. 14/19 

« 14 

Taxpayer Bitiwsing Protection Act of 1997. PX. 105-35 

Regulation No. 1, 1937 

" !' 

So«a! Sttudty Act, as unended, Section 1106, Disclosure of hfonnation in PosJ i w of 
Agency, 1 939 Amendmoits *"««fTf««' «» 

Tax Reforro Act of 1976, P.L. 94-455 

Intemal Revenue Service Code Sections 6103, 7213, 7213A and 7431 

5 Code of Federal ReguUtioiB (CPR): 

Cfa^ter731, "Persoond Suitability" 
Chapter 732, "Personnel Security^ 
Ch^ter 736, 'Personnel Investigatiors'' 

Executive Onfcr 10450 ~ Security Rrquiiem«rts for Government Empbyment (i 
Executive Order 12968 ~ Access to aassified Ihfennation (1995). 
FAR 52.239-1. Privacy or Security Safeguards 



OFFICE OF MANAGEMENT AND BUDGET 

Office of Management and Budget Circular A.130, " 



ofFedezai: 



GENERAL SERVICES ADMINISTRATION 

CSA HoT^ok. "Fedend ADP «,d Teleeoomiunications Standarfs totex.- 
NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGV 

NISTPUBU5t9l, Computer S€<:.rityPul,tieaUons. 

"»mTz, i,antrtKb»g Officers, and Omputer Security OffkHals, Mail 
Hn^RNAL REVENUE SERVICE 



ij 



.^JcSo^rSir^^ 



State, andi 




Sstvices: 
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Chapter 19 ^ Exhibit A: Security Certilicattoit 

for Awtomated lafe matfon Systems Contracts 



The SSA Chief Security Officer has detennined that all idevant security reqi._. 
addressed in the psopossA md few die acquisition of this FD? xesooice compKes' 
requirements sped&od by SSA. 



Certifying OfBcial 



SSA Ouef Security Officer 



ir 



15 



havcbeea 
1 1 i b[1be socwity 



Date 
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KK^\~Lry-^KXSo ii*oo 



«*AI£»|iP? 



Chapter 19 - EachibJt B; Coatractdr Personind Security Certificatibn 



P«irpose: This form is used for contxactor personndi to certify that they 
security, cxinfidentiality and eOiics requircifnents. 



lO 




/ undeniond the SSA security, ccrifidemiality and ethics requirements and agrei mat 



1. 
2. 

3, 

A. 



6. 



I will foUow all SSA rules of conduct and security policy/privacy nil 



SSA*s 



ijatioos. 



I agree not to construct and maintain, for a period o f time longer than t^sA i| ped by the 
comract, any file attaining SSA data unless explicidy agreed to by SSi^ la iumting as 
part of the task docuoientation. 

I agree to safeguard SSA infbimation wbm taken ofifsite. 

I will not inqiect Social Security hifoimation without an authorized ] 
perfomiing an audiorized piocedure, 

I agree to keep confidential any third-paity proprietory infonn3ti<^ that i 
to me as part of the coixtract. 

I will not release or disclose any Social Security information to any i 
Social Security information includes Federal Tax Information, whose 
disclosure in subject to penalties under Sections 6103, 7213, 7213A andi 
Code. 



t understand ibsA disclosure of any infonnation to parties not authorizedl 
to civil and/or criminal prosecution under Federal Regulations. 

I understand that I will be subject to a personnel security and suitability \ 
investigation* 




!i. in 



Contractor Employee 



Date 



Fax seirt b< 



-^^4I^'^?^^266-RBW e^i9Hfent 25-5 



Filed 10/31/2tfe§^ii^., 



adapter 19 ■ Exhibit C: 

NoiJ^Disdognre Agreement for Rewoval of SSA S ensitive Infoi 



The undersigned ^ (1)_ 

to and tise of ^ 



Official agrees to the following It 




18/19 

'i 17>^1B 



JZL 



provided fix>m Social ^ Mty 



Administration records. Specifically it is agreed: 

1 . Una information contained in these documents (jt^pest or electronic), 
asabt nnaartfaoEized individuate to gain access to the Social Security 
computer systems, ^vfaich contain records about individuals which are 
Privacy Act. 

2. That the infonnation provided by SSA will remain the prc^)erty of SSA a 
by the undersigned only so long as necessary for evaluation and shall 
immediately ^yereafter. 

3. That the information provided by SSA shall not be duplicated or i 
or in part, in any manner. 

4 That the information provided in any fomiat by SSA, is to be stored in 
For paper documents, this ^bonld be an immovable cantain«r (such as a 

accessible only to the ^(1) officials Who have signed thii 

it must be transported in a secured locked container. For electronic 
information should be stcced with securiiy/access controls thai meet S\ 
requirements. See Chapter 8 in Systems Security HandbooL 
Reouirements 

5. That dic tmdersigned understand that civil and/or criminal sanctions m»'f\ 
disclosure on his/her part ^ 

6. A review of compliance to SSA's requirements including onsite and 
Facilities and safeiguards implemented by the SSACSO or their dedgne^lj 




will be held 
to SSA 




manner, 
dfswersafe) 
Further, 



J review of 



Si^iature of Official 



(I) Name of company or govemmcnt entity 



Date Hi;! 



id). 



p: 

Is; 
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(2) List of specific doesuments 



Filed 10/31/2ft?f^^-! 

410! 



0010 p.iB/^ia 

18 



il''- 






: .i 



III' 



iKi: 






TOTAL P. 18 



